Kotak Mahindra Bank

DO NOT fall prey to fictitious offers of lottery, money circulation schemes or any cheap funds...

Dear Customer,

RBI has issued several advisories cautioning the public not to fail prey to participation in lottery or lottery like schemes, money
circulation schemes.

Members of the public have been further cautioned against making any remittance towards participation in offers from
unknown entities since such remittances are illegal and any person resident in India collecting and effecting/remitting such
payments directly/indirectly outside India would be liable to be proceeded against for contravention of the Foreign Exchange
Management Act, 1999. Entities including individuals who are involved in making such payments are liable for violation of
regulations relating to Know Your Customer (KYC) norms/Anti Money Laundering (AML) standards.

RBI has further stated that it does not take responsibility in recovering funds sent abroad under any such fraudulent schemes.
The general modus operandi of such schemes is as follows:-
e Fraudsters send attractive offers to members of the public through letters, e-mails, SMS etc.

e These offers are communicated on letterheads or websites that appear to be of public authorities like the Reserve Bank of
India. The letters are signed by top executives/senior officials but only the names of these officials are correct and the
signatures are false.

e The offer may also contain the contact details of the so-called RBI officials.

e The victims of the fraud are gullible people who are asked to deposit amounts of money in accounts with banks in India
under different heads, such as processing fee/transaction fee/tax clearance charge/conversion charge, clearing fee, etc.,
and amounts so deposited are withdrawn by the fraudsters immediately.

e The fraudsters often have multiple accounts in the name of individuals or proprietary concerns in different bank branches
for collecting such amounts.

e Many victims of such offers have lost huge sums of money.

Customers may also refer to the cautionary advice hosted on our website (www.kotak.com) in the ‘Customer Corner
section.

Warm regards,
Kotak Mahindra Bank
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